C kaxJIpIM TOJIOM MOJIOZIE’KU B MHTEPHETE CTAHOBUTCS OOJIbIIE, & IITKOJIBHUKHU OJHU
W3 CaMbIX AaKTUBHBIX IOJb30Baresiell PyHera. Mexay TeM, HMOMHUMO OTPOMHOTO
KOJINYECTBA BO3MOXKHOCTEMN, UHTEPHET HeCeT U MPobJIeMbl. DTa TaMATKA J0JIKHA [IOMOYb
Tebe 6e3011aCHO HaXO/IUTHCA B CETH.

KoMnbsroTepHble BUPYyChI

KoMmbioTepHBINT BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMUUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJIAETCA CIIOCOOHOCTh K pa3MHOKeHUI0. B
JIONIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IIOBPEIUTH WJIM TOJHOCTHIO YHUYTOXKHUTH BCE
daiiiel ¥ AaHHBIE, MOJIKOHTPOJIbHBIE TOJIB30BATEN0, OT HWMEHH KOTOpPOro ObLia
3alyIeHa 3apa)keHHas NIpOTrpaMMa, a TakKiKe IIOBPEIUTh WU JaXKe YHUUTOXKUTH
OTIEPAIlMOHHYI0 CHCTEMY €O BceMHu ¢aiijlaMd B 1eJoOM. B OOJIBIIMHCTBE CJIy4YaeB
PacIpoOCTPAHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1pI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mciosib3yti cOBpeMeHHbBIE OIlePAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTossHHO ycTaHaBAMBaK mauyTu (Mu¢pPOBbIe 3aIIaTKHA, KOTOPbIE aBTOMAaTHYECKHU
yCTaHABJIUBAIOTCA C IEIbI0 JOpPaOOTKU IPOTPAMMBI) U JPYyrHde OOHOBJIEHUS CBOEH
omepanuoHHOU cucTeMbl. CKaUMBal UX TOJIBKO C O(PUIIMATIBHOTO caliTa pa3paboTuynka
OC. Ecsm cyIiecTByeT peKUM aBTOMATHUeCKOTr0 OOHOBJIEHM I, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE TIOJi IIpaBaMHU IIOJIB30BATeNsA, a He
aAMHUHHCTpPaTOpa. OJTO He TIO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX IIPOrpPaMM
MHCTAJUTUPOBATHCSA HA TBOEM IIEPCOHAJIBHOM KOMITBIOTEDPE;

4. Vlcrionb3yii aHTUBUPYCHBIE IPOTPAaMMHBIE ITPOIYKTHI U3BECTHBIX IPOU3BOAUTENEH,
C aBTOMaTHUYeCKUM OOHOBJIEHHEM 0a3s;

5. Orpanuupb pU3UIECKUN JOCTYII K KOMIBIOTEPY IS IOCTOPOHHUX JIHIT;

6. Mcnosp3yil BHEIITHYE HOCUTEIN HHGPOPMAILIUH, TaKHe Kak (JIenika, TUCK Win ¢dair
13 UHTEPHETA, TOJIBKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpBIBail KOMIIbIOTEPHBIE (hAMIIBI, TOyUYEeHHbIE U3 HEHA/IEXKHBIX UCTOUHUKOB.
Jaxe Te ¢aiyibl, KOTOPBIE MPUCJIAT TBOW 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPABJIAI
JI¥ OH Tebe uX.

Ceru WI-FI

Wi-Fi - aT0 He B/ Ilepefiayy TaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIb OpeH/], MapKa.
Eme B 1991 rogy HHepJiaHJCKas KOMIaHUA 3aperucrpupoBana opens "WECA", uto
obo3Hauaso cioBocoueranne "Wireless Fidelity", koTopwiii IlepeBOAHMTCA Kak
"GecrrpoBOIHASI TOUHOCTH '

Jlo Hamero BpeMeHU Jiolia Jipyrasg ab0peBuarypa, KOTOpas sIBJISETCS TaKOH ke
TexHosoruei. Ato abbpepuarypa "Wi-Fi". Takoe HazBaHue ObUIO /JAaHO ¢ HAMEKOM Ha
CTaH/IAPT BbICIIEH 3BYyKOBOW TexHuku Hi-Fi, uTo B mepeBojsile o3Ha4aeT "BBICOKasi
TOYHOCTD .

Jla, 6ecryiaTHBIN MHTEPHET-AOCTYII B Kade, OTEAX U adPOIOPTaX ABJIAETCA OTJTUIHOU
BO3MOXKHOCTBIO BBIXO/Ia B WHTepHeT. HO MHOTHE BJKCIEpTHl CYUTAIOT, YTO
obmenocrymnabie Wi-Fi ceTu He ABIAIOTCA 0€30MMacHBIMU.

CoBetbl 10 6€301MaCHOCTH pabOTHI B 00IIEA0CTYITHBIX ceTsax Wi-fi:

1. He nepeziaBail cBow JjinuHyo uH@opMaluo depe3 obiesnocrynabsle Wi-Fi cern.
Paboras B HUX, JKeJIaTETbHO HE BBOJIUTH ITAPOJIH JOCTYIIA, JJOTUHBI U KAKHE-TO HOMEPA;

2. Mciosib3y#l 1 OOHOBJISAM aHTUBUPYCHBIE IPOTPaMMBbI ¥ OpaHAMayep. Tem caMbIM ThI
obe3omnacuIlb cebs OT 3aKAYKU BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnosnbzoBanuu Wi-Fi orriroun ¢ynkmnuio "O6mui goctyn K ¢ailiam u
npuHTepam'. JlaHHaA GyHKIUA B3aKpbiTa [0 YMOJYAHUIO, OJIHAKO HEKOTOphIe
II0JIb30BaTEIN aKTUBUPYIOT ee JJis y/I00CTBa UCIIOIb30BaHUA B paboTe min yuebe;

4. He ucnonwayit myonuneiit WI-FI 114 nepezjaun TUYHBIX JAHHBIX, HAIPUMeED JJI8
BBIXO/IA B COI[UAIbHBIE CETU WJIU B 3JIEKTPOHHYIO IIOUTY;



5. Ucmonp3yit Toapko 3amuineHHoe coequHenne yepe3 HTTPS, a ue HTTP, T.e. ipu
Habope BeO-azpeca BBoiM UMeHHO "https://";

6. B wmoOunpHOM TesiedoHe otTrioun ¢yHKuio [logkiaouenme k  Wi-Fi
aBTomMatuuecku'. He Jiomyckail aBTOMaTH4YeCcKOro MOAKIIOUEHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHbBIE CeTH

ConmasibHble CETH aKTUBHO BXOJIAT B HAIILY KU3Hb, MHOTHE JIIOJIN paOOTAIOT U JKUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTAAD/T YEJIOBEK, YTO SIBJISETCS
OZTHOM CEeIbMOM BCEX JKUTeJeH IIaHeThl. MHOTHe I0JIb30BaTeJ Il He ITOHHMMAIOT, YTO
nHbopmanus, pasMelleHHas UMH B COLIMAJIBHBIX CETAX, MOXKET OBbITh HaiifleHa U
HCIIOJIh30BaHA K€M yTOHO, B TOM UHCJIe He 003aTeJIbHO ¢ 0J1aruMu HaMepeHUsIMHU.

OcHOBHBIE COBETHI IO OE30MACHOCTH B COIIMAJIBHBIX CETSX:

1. OrpaHuYb CHUCOK JIpy3ei. Y TeOs B JIPYy3bAX HE JIOJDKHO OBITH CIyIaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuIiai cBO YacTHYIO *KU3Hb. He yka3piBail maposu, TeaedoHbl, ajipeca, 1aTy
TBOEr0 POXKIAEHHUs U JIPYTYyI0 JIMYHYI0 HHOOPMANHU0. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIP30BaTh Jlaske WH(OPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amuIan CBOIO PeIyTaIlHIo - JIEP>KU ee B YUCTOTE U 3a7jaBaii cebe BOIIPOC: XOTe ObI
TBI, YTOOBI PyTHeE MOJIH30BaTEIU BUJIEJIH, UTO ThI 3arpyKaenib? [Togymaii, mpexae yem
YTO-TO OIyOJIMKOBATh, HATIUCATD U 3aTPy3UTh;

4. Ecytit THI TOBOPHIIIB C JIIOJIBMU, KOTOPBIX HE 3HAEIh, HE UCIOJIb3YH CBOE PeaJIbHOE
VM U IPYTYIO JINYHYI0 MHGOPMAIMN: UM, MECTO KUTEJIbCTBA, MECTO YUeObI U IIpoYeE;

5. U36erait pasmemienus ¢ororpaduii B MHTepHeTe, rjie Thl H300pa)keH Ha
MECTHOCTH, II0 KOTOPOH MOKHO OIIP€eJIeJIUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanu B COIMAJIBHOM CETH HEOOXOAUMO HCIO0JIb30BAaTh CJIOXKHBIE
IIapOoJIU, COCTOSAIINE U3 OYKB U (P U C KOJITUYEeCTBOM 3HAKOB He MeHee 8;

7. JJJ1sl coIuabHOM CeTH, MMOYTHI U JIPYTUX CANTOB HEOOXOAMMO HCII0JIb30BATh Pa3HbIE
naposu. Torga ecsu TeOs1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH IIOJyYaT JOCTYI TOJIBKO K
OJTHOMY MECTY, a He BO BCe Cpaay.

AJIeKTPOHHBIE T€HBI'U

ONEKTPOHHBIE IEHBIH - 3TO OYEHDb YI00HBIN CIIOCO0 IIaTeXel, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYIUThb 3TH JIEHBIH.

ONEKTPOHHBIE JIEHbI'! MOSABUJINCH COBCEM HEZJABHO U MMEHHO HU3-32 3TOT'0 BO MHOTHX
TOCYZIapCTBaxX /IO CHUX IOP HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (GYHKIIMOHUDPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, TJle UX
pas3esIAIoT Ha HeCKOJIBKO BUIOB - aHOHUMHBIE I HE aHOHUMHBIE. Pa3HHUIIA B TOM, YTO
AHOHUMHBIE - OTO Te, B KOTOPBIX pa3pelmiaercs IPOBOAUTH omepanuu 0Oe3
UeHTUGUKAIIUY T10JIb30BaTeNIsA, 2 B HEAHOHUMHBIX HAEHTU(DUKALIHA I10JIb30BaTEId
SIBJISIETCS 00s13aTETbHOM.

Taxske ciiestyer pas3imgaTh 3JIEKTPOHHBIE (DUATHBIE JIeHbTH (PaBHBI TOCY/IaPCTBEHHBIM
BJIIOTAM) U SJIEKTPOHHBIE He(UATHBIE JIEHbTU (HE PaBHBI TOCYIAPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO HE30MIACHON PAbOTE C BJIEKTPOHHBIMY JIEHbIAMU:

1. [TpuBsku K cueTy MOOMJIBHBIHN TeedOH. TO caMbIil y/IOOHBIN U OBICTPBIN CIIOCOO
BOCCTAaHOBUTD JIOCTYH K cueTy. [IpuBA3aHHbBIN TesleOH NOMOXKET, ecr 3a0yAelb CBOU
IUIATEXKHBIU ITapOJIb UJIU 3ai/ielIb Ha CAaliT ¢ HE3HAKOMOTI'O YCTPOMCTBA;

2. Mcnosnb3yit ojiHOpa3oBele maposn. [locsie mepexozia Ha YCUJIEHHYI0 aBTOPHU3AIUIO
Tebe y:ke He Oy/IeT yrpoKaTh ONACHOCTD KPAXKU WJIU IepexBaTa IJIaTe>KHOT0 IapoJis;

3. Beibepu cioxkHBIN maposb. IIpectyniHuKkaMm OyzieT He IPOCTO YraZaTh CJIOKHBIN
napoJsib. HajiesxHble maposiy - 3TO MapoJiv, KOTOpPble COZlepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s1 CTPOUHBIE U TPONUCHBIE OYKBBI, IT(PHI U HECKOJIBKO CUMBOJIOB, TaKHe
KaK 3HaK JioJiapa, GyHTa, BOCKJIUIATeIbHbIN 3HAK U T.II. Hanmpumep, $tRong!;;

4. He BBOZIU CBOU JINUHBIE TaHHbBIE HA CAUTaX, KOTOPHIM He JI0BEPSEIIb.



AJIEeKTPOHHAaA MouTa

DJIeKTPOHHASA [I0YTA - 3TO TEXHOJIOTHUSA U IIPEA0CTABJIsIEMBIE €10 YCIYTHU 0 MEPEChIIKE
U TIOJIyUYEeHUIO BJIEKTPOHHBIX COOOIIEHNM, KOTOPbIE€ PACIPENEIAIOTCA B KOMIIBIOTEPHOMN
cetu. OOBIYHO HJIEKTPOHHBIA ITOUTOBBINA SIIUK BBITJIAAUT CAEAYIONIUM 00pa3oM:
HMMs_T0JIb30BaTeIs@UMsA_IoMeHa. Tak:ke KpoMe Iepe/lauul MPOCTOTO TEKCTA, UMeeTC s
BO3MOXKHOCTB Iepe/iaBaTh (PauIbl.

OcHOBHBIE COBETHI 110 O€30TIaCHOM paboTe C SJIEKTPOHHOU MOYTOM:

1. Hajo BRIOpaTh NpaBUJIbHBIN ITOYTOBBIN cepBHC. B MHTEpPHETE eCTh OTPOMHBIH BHIOOD
OecryIaTHBIX IMOYTOBBIX CEPBHCOB, OTHAKO JIyUllle JIOBEPATHh T€M, KOTO 3HAEeIlb U KTO
IIepBbIU B PEUTHHTE;

2. He ykaspIBali B TUUHOM mouTe JUUHYI0 HHGopManuio. Hampumep, ydiiie BHIOpaTh
"My3bIKIbHBIN_(aHaT@" min "pok2013" BMecTo "Tema13";

3. Hcnosb3yit ABYXSTAamHYI0 aBTOPHU3AIUI0. ITO KOTJa IOMHMO NApOoJis HYKHO
BBOJIUTH KOJI, IpUChLIIaeMblil 110 SMS;

4. Beibepu c103KHBIN TAPOJIb. 1A KaXKA0TO IMOUYTOBOTO SIIUKA JOJIKEH OBITH CBOU
HQ/Ie’KHBIN, YCTOUYUBBIU K B3JIOMY IIapOJIb;

5. Eciii ecTh BOBMOKHOCTh HAIKCATh CAMOMY CBOU JIMYHBIM BOIIPOC, UCIIOJIB3YH 3Ty
BO3MO>KHOCTb;

6. crnosib3yll HECKOJIBKO TOYTOBBIX AIMIUKOB. [IepBBIA JIJIsT YACTHOU MEPENUCKH C
azpecaTamMu, KOTOPBIM ThI JIOBEPSIEITh. DTO SJIEKTPOHHBIN aJipec He HAJ[0 MCII0JIb30BaTh
IIPY perucTparnyu Ha GpopyMax U caurax;

7. He oTkpbIBaii aiiibl U APYTHe BJIOKEHUS B MUChMAX, JIasKe €I OHU IMPHUIILIHA OT
TBOUX JIpy3e. JIydllle yTOUHHU Y HUX, OTIIPABJISLIIA JIM OHH Tebe 3TU (paiibr;

8. Ilocie okoHUaHUsI pabOTHI HA MTOYTOBOM CEPBHUCE IepeJl 3aKPhITHEM BKJIAJKHU C
caiToM He 3a0y/Ab Ha’KaTh Ha "BeriaTu".

Ku6epOy/L/IMHT WJIN BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/UTMHT - MpecjieloBaHHE COOOIEHUSAMU, COAEPKAIMIMMHU OCKOpOJIeHUsd,
arpeccuio, 3alyruBaHHe; XyJUTAHCTBO; COIMAJIbHOE OOMKOTHPOBAHHE C ITIOMOIIBIO
Pa3JIUYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBHOE ¢ KNOEPOYITHHIOM:

1. He Gpocaiics B 60i1. JIyumuii crmocob: mMocoBeTOBAaThCA Kak cebsl BECTH U, €CJIU HET
TOTO, K KOMY MOKHO OOpPaTHUTBCS, TO BHAUAJIE YCIIOKOUThCSI. Eciiu Thl HAaUHEIIb OTBEYATh
OCKOPOJIEHUSMHU HAa OCKOPOJIEHHUS, TO TOJIBKO elrfe O0JIbIIle Pa30KIKellb KOHQJIINKT;

2. YpaBJisii cBOed KuOeppeInyTamyeii;

3. AHOHUMHOCTb B ceTH MHHUMasl. CyIlIecTBYIOT CIIOCOOBI BBISICHHTBH, KTO CTOUT 3a
QHOHUMHBIM aKKAyHTOM;

4. He cTout BecTH XyJIUTAaHCKUM 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET DUKCUPYET
BCe TBOU JIEWCTBUSA U COXPAHSAET UX. YAAJIUTD X Oy/IeT KpaHe 3aTPYAHUTEBHO;

5. Cob6t071a11 CBOIO BUPTYaJIbHYIO UeCTh CMOJIOAY;

6. IrHOpupy# equHUYHBIN HeraTuB. OZHOPA30Bble OCKOPOUTENIbHBIE COOOINEHUS
JIydiiie UTHOpupoBaTh. OOBIYHO arpeccus MPeKpaIlaeTcs Ha HAYaJIbHOU CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMU COOOIIEHUSMH, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIIPABKU COOOIIEHUH ¢
ompeieJIeHHbIX a/IpecoB;

8. Ecimu 1Bl cBuzerens KubepOyuimHra. TBOW JIEHCTBUSA: BBICTYIIHUTH ITPOTHB
Ipecjie/ioBaTesisd, IMOKa3aTh €My, 4YTO ero JeWCTBUS OLIeHUBAIOTCA HEeraTUBHO,
MIO/IEPIKATh JKEPTBY, KOTOPOH HyKHA IICUXOJIOTUYECKAA IOMOIIb, COOOITUTH B3POCIBIM
0 (pakTe arpeCcCUBHOTO MOBE/IEHU B CETH.

MooGowibHBIN Tes1edoH

CoBpemenHble cMapTdOHBI U IUIAHIIETHI COZAEp:KaT B cebe BIOJIHE B3POCJIBIHN
(yHKIIMOHAJ, ¥ Telepb OHU MOTYT KOHKYPUPOBATh CO CTAIlHOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpefiCTB 3aIUTHI JJIs MOJI00HBIX YCTPOMCTB ITOKA OUeHb Masio. TecTupoBaHue U



IIOMCK ySI3BUMOCTEH B HUX MPOUCXOJUT He TaK MHTEHCUBHO, Kak ad 1K, To ke camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.

CoBpeMeHnHble MOOWIbHBIE Opay3ephbl yiKe MPaKTUYeCKU JOTHAJIU HACTOJIbHbBIE
aHAJIOTH, OJTHAKO pacIiiupeHne QyHKIIMOHAIA BeUeT 32 COO0U OOJIBIIYIO CI0KHOCTh U
MEHBIITYIO 3aIIUIIEHHOCTD.

Jlajleko He Bce TIIPOU3BOAUTENU BBIIMYCKAIOT OOHOBJIEHHUs, 3aKpHIBAIOIIHE
KPUTHUYECKHE YSI3BUMOCTHU JJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 77151 6€30IaCHOCTH MOOMJIBHOTO TesiepoHa:

Huyero He ABJgeTCA O-HACTOAIIEMY OecIIaTHBIM. By OCTOpOXKEeH, BeAb KOT/Ia Tebe
IIpeJiyIaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hdywmaii, npexae ueM oTipaButbh SMS, ¢oTo uau Buzeo. Thl TOUHO 3HAEIIb, I/lIe OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcrosp3yil aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOUJTBHBIX TeJIe(hOHOB;

He 3arpy:kaii IpuI0oKeHHs OT HEN3BECTHOTO UCTOYHHKA, B€Jb OHU MOTYT COZEPKATh
BPEJIOHOCHOE ITPOTPAMMHOE 00ecrieYeHue;

[Tocsie TOro Kak ThI BBIHJIENIH C CAWTa, I/ie BBOAWII JINUHYIO WH(POPMAIUIO, 3ai/I1 B
HaCTpOUKHU Opaysepa u yaanu cookies;

[Tepuoiryecku MpoOBEPsIH, KaKue IJIaTHbIE YCIIYTH AaKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBOIl HOMEP MOOWJIBLHOTO TesedOoHa TOJBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIb U
KOMY JIOBEPSIEIIIb;

Bluetooth moskeH OBITH BBIKJIFOUEH, KOTZA THl UM He TOJIb3yellbcs. He 3abbIBaii
WHOT/Ia ITPOBEPSATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAUH-UTPHI - 3TO KPACOYHbBIE, 3aXBATHIBAIOIINE pPa3BJeUYeHUS,
00'beIMHSAIONE COTHH THICSY YEJIOBEK 110 BceMy MUpPY. VITPOKHU HCCIeIyIOT JaHHBIH UM
MHD, OOIIAIOTCA APYT C JAPYTOM, BBITIOJIHAIOT 33JIaHUsI, CPA’KAIOTCA C MOHCTPaAMH H
IIOJIy4aloT OIIBIT. 3a YJAOBOJILCTBHE OHU IUIATAT: IIOKYIIAIOT JUCK, OILUIAYHUBAOT
abOHEMEHT WJIU MPUOOPETAIOT KAKHe-TO OIIIHH.

Bce aTu cpezcTBa MAYT Ha TMOJJEpKaHUE W PA3BUTHE WIPHI, a TaKKe HA camy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI ABTOPU3AINH, BBIITYCKAIOTCS HOBBIE MIATYH
(1mudpoBbIe 3aMIaTKU JJIs IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B o06HBIX UTpPax CTOUT OIAcaThCA HE CTOJIBKO CBOUX COMIEPHUKOB, CKOJIBKO KPaXKU
TBOETO ITapoJis, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIlMH OOJIBIIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 OE€30TIaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecsim papyroii urpok BemeT cebsl IUIOXO HJIM co3/JaeT Tebe HENPUATHOCTH,
3a0JIOKHUPYH €ro B CIIUCKE UTPOKOB;

2. Ilokasy¥ics aJMUHHCTPATOpaM HWIPHl Ha IUIOXOE IIOBEJIEHWE 3TOT0 HIPOKA,
JKeJIaTeJIbHO MIPHUJIOKUTH KaKHe-TO JJOKa3aTeIbCTBA B BUl€ CKPUHOB;

3. He yxa3piBaiil inuHyo nHpopMaIuo B podaiise urpsi;

4. YBaXKaul Ipyrux yYaCTHUKOB T10 UTPE;

5. He ycranasimBai HeopuiuaabHble TAaTYA U MOJIBI;

6. Mlcrionip3yH CJI0KHBbIE U Pa3HbIe TTapoJIH;

7. Jlaxke BO BpeMs UTPHl HE CTOUT OTKJIIOYATh aHTHUBUpPYC. IloKa Thl MTpaelib, TBOU
KOMIIBIOTEP MOTYT 3apPa3uTh.

OUIINHT WIN KPpaska JJUIYHBIX JTaHHBIX

OOBIYHOU KparkKel JleHer U JOKYMEHTOB CETOAHS YK€ HHUKOTO He YAWBHUIINDL, HO C
pPa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIUIEHHUKHU II€PEMEeCTUINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCA "JTIOOMMBIM" JTEJIOM.

Tak mosBMIaCch HOBasA yrpo3a: WHTEPHeT-MOIIEHHNYecTBa WM (PUIINHT, IJIaBHASA
1[eJIb KOTOPOTO COCTOUT B MOJIyUYeHHUU KOHOMUIAEHIMAIBHBIX JIAHHBIX MOJIb30BaTesel -



JIOTMHOB ¥ mapoJiei. Ha anrnuiickom s3bike phishing ynraercs kak ¢pumwunr (ot fishing
- ppIOHas JI0BJIsL, password - TapoJIb).

OcHOBHBIE COBETHI IO OOpBOE ¢ QUITUHTOM:

1. Ciequ 3a cBoMM akKKayHTOM. Eciu Thl MOZ03peBaellb, YTO TBOs aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh ee U COOOIUTh aJIMUHUCTPATOPaM pecypca
00 3TOM KaK MO’KHO CKODEE;

2. Hcnonwp3yii OGesomacHble BebO-cailiTbl, B TOM YHCJIE, WHTEPHET-MAara3mHOB W
IIOHMCKOBBIX CHCTEM;

3. Mcnons3yii cji0KHBIE U pa3Hble Maposu. Takum obpa3om, ecau TeOs B3JI0MAIOT, TO
3JIOYMBIIIIEHHUKY TIOJIyYaT IOCTYII TOJIBKO K OJTHOMY TBOEMY IPO(MIJIIIO B CETH, a HE KO
BCEM;

4. Ecmu Teba B3jIOMasid, TO HEOOXOAMMO TPEAYIPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe /100aBJIeHbl y TeOsA B APY3bsAX, O TOM, UTO TeOSA B3JIOMAJId U, BOBMOXKHO, OT
TBOEr0 UMEeHU Oy/IeT pacchlIaThCs ClIaM U CChUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcraHoBU HajiexkHbIHN n1aposib (PIN) Ha MOOMIBHBIN TetedOH;

6. OTKJIIOYY cOXpaHeHHe MmapoJis B Opaysepe;

7. He oTkpbIBaii ¢aiisibl U APYTHE BJIOKEHUS B IUChMAX, JIasKe €CIU OHU MPUIILITH OT
TBOUX JIpy3el. JIydlle yTOUHU Y HUX, OTIIPABJISLIIA JIM OHH Tebe 3TH (paitiIbl.

IIudposas penyranusa

[{udpoBas peryTanus - 3T0 HeraTUBHAs UJIU MIO3UTHUBHAsI MH(POPMAIUs B CETH O Tebe.
Kommpowmerupyrorias uHopManus, pa3MellleHHas B HHTEPHETE, MOXKET CepPhe3HbIM
00pa3oM OTpa3UThCs HA TBOEU peasbHOU ku3HU. "l[udpoBas pemyranusa” - 3TO TBOU
UMUK, KOTOPBIX (popMuUpyeTcs u3 nHGOpMaIuu o Tede B HHTEPHETE.

TBOe MecTO JKUTENBbCTBA, y4eObl, TBOe (PUHAHCOBOE IIOJIO}KEHUE, OCOOEHHOCTU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIJIUBAETCS B CETH.

MHor#ue MoAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAIUY JIMIHON HHGOPMAITUH
B VIHTepHeTe, He TOHUMAas BO3MOXKHBIX ITOCIeACTBHUI. ThI Ja’ke He CMOKEITh JIOTaaThCs
o ToM, 4TO pororpadusi, pa3MeleHHas 5 JIET Ha3a/l, CTajla MPUUYNHON OTKa3a IPUHATH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmereHne TBouxX ¢dororpaduil u Jpyrue AeWCTBHsS MOTYT He
HCUE3HYTh JlasKe II0CJIe TOTO, KaK Thl MX yJIHIIb. Thl He 3HaEIlb, KTO COXPAHUJI 3Ty
“HOpMAaIUIO, IOIaJIa JIU OHA B IIOMCKOBBIE CHCTEMBI i COXPAHUJIACh JIU OHA, a TJIAaBHOE:
YTO IMOAYMAIOT O Tebe OKPY:KAIIIUe JIIOAU, KOTOpPble HAWUAYT M YBUAAT 3T0. HaiiTu
MHOOPMAINI0 MHOTO JIET CITYCTS CMOKET JIFOOOH - KaK U3 T0OPBIX MTOOYKAEHHUH, TaK U C
HaMepeHHeM MPUYUHUTH BPe. ITO MOKET OBITH KTO YTOHO.

OcHOBHBIE COBETHI O 3amuTe UGPOBOU peIryTaluu:

1. ITogymaii, mpesk/ie 4eM 4TO-TO IyOJIMKOBATh M IIE€peZiaBaTh y ceOs B OJI0Te WU B
COITMAJIbHOH CETH;

2. B HacTporikax npoduis yCTAaHOBU OTPAHUUYEHHUS] Ha MIPOCMOTP TBOETO MPOGUIA U
€ro COJIEPKHUMOTO0, C/IeJIall ero TOJIBKO "I Ipy3en’;

3. He pasmemaii u He ykaspiBal WHGOPMAINIO, KOTOpPAas MOXKET KOro-ubo
OCKOPOJIATH WU O0MIKATh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIE IIKOJBHUKU - AKTUBHBIE IOJIH30BATEIN IHU(POBOrO IMPOCTPAHCTBA.
O/1HAaKO JTaJIEKO He BCe 3HAIOT, UTO M0JIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU UG POBOTO
Mupa TpedyeT coOI0eHNs IPaB Ha HHTEJIJIEKTYAJIbHYIO COOCTBEHHOCTD.

TepMuH "uHTesIEKTyasIbHAsA COOCTBEHHOCTh' OTHOCUTCS K Pa3JIMUHBIM TBOPEHUIM
YyeJIOBEUECKOT0 yMa, HAUYMHAsA C HOBBIX H300peTeHUNl U 3HAKOB, 0003HAUYAIOIIHX
COOCTBEHHOCTh Ha MPOAYKTBI W YCJIYTH, U 3aKaHYMBasg KHUTaMU, dororpadusamu,
KUHODUIBMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSMU.

ABTOpCKME TmpaBa - OTO IpaBa HAa UWHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha
MIpOU3BeJIeHUsA HAyKU, JINTEPaTypbl U HCKycCTBa. ABTOpPCKHME IIpaBa BBICTYHAKOT B
KauecTBe TapaHTHUH TOTO, YTO WHTEJLJIEKTYaIbHbIN/TBOPUYECKUU TPY/l aBTOpa He Oy/eT



HaIpacHbBIM, JIACT €My CIIPaBe/IINBbIE BO3MOKHOCTHU 3apab0TaTh HA pe3yJIbTaTax CBOETO
TPY/Ia, OJIyIUTh U3BECTHOCTH U Npu3HaHue. HUKTo 6e3 pa3pelneHus aBTOpa He MOKET
BOCIIPOU3BOJIUTH €r0 MPOU3BEJIEHNE, PACIPOCTPAHATD, IMyOJMYHO JIEMOHCTPHUPOBATH,
pojaBaTh, HMIIOPTUPOBAaTh, IIyCKaTb B  NPOKAT, MyOJUYHO  HCHOJIHATH,
IIOKa3bIBaTh/UCIIOJHATH B 3dUpe UK pa3MelaTb B IHTEpHeTe.

Vcnosip3oBaHKe "MHPaATCKOro" IPOTPAMMHOTO OOecIlieueHUs MOMKET IIPUBECTH K
MHOTUM pHCKaM: OT IMOTE€PU JAHHBIX K TBOMM aKKayHTaM [0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, I7le YCTAaHOBJIEHA HeJleTaibHAsA IporpaMMa. He cTouT Takke 3a0bIBaTh, UYTO
CYIIIECTBYIOT JIeTaJIbHbIE U OecIIaTHBIE TPOTPAMMBbI, KOTOPbIE MOXKHO HANTHU B CETU.

O nopraie

CeTeBUYOK.pp - TBOU TIJIaBHBIA COBETUYHK B CETHU. 37€Ch THl MOKEIIb y3HATh O
0e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM SI3BIKOM, a TPU BO3HHUKHOBEHUH
KPUTHYECKON CUTYaIliu OOpATUTHCA 32 COBETOM. A TaKiKe IPUHATH yJacTHe B KOHKypcax
U CTaTh CAaMbIM IU(PPOBHIM rPakJaHUHOM!



